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Microsoft Azure

Launched in February 2010

It Is:

It is an environment that ensures the running
of applications

It is a cloud-computing platform, so it has
scaling capabilities,...

It is a utility computing platform, so it ensures
the pay-per-use mechanism

Is it ... laaS? PaaS? SaasS? ....
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Services in 2017

Microsoft Azure
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e Microsoft Azure in 2017
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Four primary models for building and running apps
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Curious about developing for the cloud, or
are you new to developing for the cloud?
The concepts and patterns here are proven
and practical. Adopt the basic strategies
below to ensure long-term success and
sustainability. Use the techniques at right
as appropriate.

For full text and concrete examples, search
Bing for “Building Real-World Cloud Apps”

Q Search azure.microsoft.com, MSDN, ASPNET, or TechNet
for the keywords referenced in this poster

AUTOMATE EVERYTHING

3_’0{5

POWERSHELL

tomated tsing REST APl and the scripting tool or

DEvELOP
DEPLOY
OPERATE
LEARN

DESIGN FOR FAILURE

@ —1—%—-O

B. Enduring failures require intervention

crosoft

Web Development Best Practices

These practices are valid for all web development, not just for cloud apps. But they're especial-
ly important for cloud apps. They work together to help you make optimal use of the highly
flexible scaling offered by the cloud environment.

CREATE STATELESS WEB TIERS

A stateless web tier means you don't store any application data in the web server memory
o file system. Keeping your web tier stateless enables you to both provide a better custom-
er experience and save money.

—--—

With Azure Web Sites, if your web tier is stateless, use the Scale tab in the management
portal to easily configure autoscaling. Autoscale by CPU usage or by schedule.

— ;
S— — SRl ¢
instances are
80% @ @ deployed Setyour
own maximum

During peak hours,
schedule 4 instances.
Scale down o1
during off hours

Instance count governed by CPU usage By schodule

USE CDN TO CACHE STATIC FILES

Content Delivery Network (CDN). You provide static file assets such as images and script files to a
CDN provider. The provider caches these files in datacenters all over the world so that wherever
people access your application, they get quicker response and low latency for the cached assets.

@ — I

USE .NET ASYNC PROGRAMMING

+ Use async programming to avoid blocking on 1/O calls

+ Async programming also enables more efficient use of web server resources— lower cost and
better scalability

+ Parallel processing lets you kick off multiple web service calls simultaneously

D—@=«

DATA OPTIONS

Most people are used to relational databases, and they tend to overlook other data storage
options when they're designing a cloud app.

e
Em—
o — il
RELATIONAL KEY/VALUE PAIR DOCUMENT COLMNFAMILY |  GRAPH
DATABASE

PARTITIONING

VERTICAL

BLOB STORAGE

The Azure Storage Blob service provides a way to store
files in the cloud. The Blob service has a number of ad-
vantages over storing files in a local network file system:

scalable — Store 100's o terabytes

10

Automatically backed up
+ High availabilty — 99.9% uptime SLA
Pt a3 Seve — pay ony o s sorge
01 + REST APl — Programma
+ Internet e Avalabs evryuh

+ Secure — Limit access to authorized persons
* Low oo for exanaple 1 GB 2osa § 07 month

HDINSIGHT

Raw data
The high volumes of data that you can store in
NoSQL databases may be difficult to analyze
efficiently. To do that you can use a framework
like Hadoop which implements MapReduce
functionality.
9 HD INSIGHT
Ordered data

Messaging, Security, and Monitoring

The cloud makes it easier to implement strategies that optimize performance and scalability,
that notify you quickly about problems, and that provide troubleshooting information that

helps resolve problems.
i.

DISTRIBUTED CACHING

A cache provides low-latency access to
application data.

In a distributed cache, data is not stored
in the web server's memory but on other
cloud resources. This allows all of the
application’s web servers and VMs to
access the data — even while servers are
added or removed.

USE QUEUES

When the application gets a request, it puts
awork item into a queue and immediately
returns a response. Then a separate back-
end process pulls work items from the
queue and does the work. This allows:
+ Increased app responsiveness, reliability,

and scalability e o
+ Tiers that can be scaled independently

®
Lol o)

SINGLE SIGN-ON

*I'm primarily building apps for the em-

ployees of my company; how do | host c
these apps in the cloud and still enable H
them to use the same security model At *

ACTIVE DIRECTORY.

LOGGING AND TELEMETRY

With good telemetry and logging systems, when something does go wrong you find out right away and have helpful
troubleshooting information to work with.

that my employees know and use in the
on-premises environment when they're
running apps that are hosted inside the
firewall?"

Azure Active Directory is the answer.

Microsoft Azure: Building Real-World Cloud Apps
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Services in 2018->...

All

Compute

Networking

Storage

Web + Mobile

Containers

Databases

Analytics

Al + Machine Learning

Internet of Things

Enterprise Integration

Security + Identity

Developer Tools

Management Tools

Azure Stack

Sovereign Clouds

Linux Virtual Machines

Provision virtual machines of Ubuntu, Red Hat, and more

Web Apps

Quickly create and deploy mission critical Web apps at
scale

B
b
i 11

Azure Container Service (AKS)

Simplify the deployment, management, and operations of

Kubermnetes

Service Fabric

Develop microservices and orchestrate containers on
Windows or Linux

Microsoft Azure

Windows Virtual Machines

Provision virtual machines for SQL Server, SharePoint, and
more

App Service
Quickly create powerful cloud apps for web and mobile

(I

Azure Container Instances
Easily run containers with a single command

&

Create highly-available, infinitely-scalable cloud
applications and APIs

Cloud Services

[https://azure.microsoft.com/en-us/services/]
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Virtual Machine Scale Sets

Manage and scale up to thousands of Linux and Windows
virtual machines

<

Process events with serverless code

Functions

Batch

Cloud-scale job scheduling and compute management

11




Microsoft Azure

Information and data

Devices (mobile and PCs)

---- Responsibility Always Retained by Customer
Accounts and identities ----
Identity and directory infrastructure ‘ ‘--
N::::et::mk ‘-- Responsibility Varies by Service Type
Operating system --

Physical hosts
Physical network Responsibility Transfers to Cloud Provider

Physical data center

Microsoft

[https://azure.microsoft.com/en-us/services/] .
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 Services in 2022 Microsoft AZU re
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R <’> Functions Cognitive Services *+ » Bot Services Studio
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Authentication

Azure Monitor

Analytics & loT

Compute Services Developer Services

Machine
| Mobie @ o A Leaain;g: Sﬁ\a Stream Analytics
'. S @ s e E En‘gagemem ﬁ mport/Export
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Service Scale Sets r
R » ?‘ Data Data Lake BVER Data Lake

Marketplace S : Cataloy Analytics Service [ Storage
I Azure DevOps 0 Xamarin = ¢ 9

T Bl awuresarch ‘Z‘ Dev/Test Lab - —
g y g 9 fEE gl Visual Studio ..h oTHub  “Bma E‘\'Ehm E E;gfw “" miﬁ%‘ed
= Insights AppCenten [ [ 4 StorSimple
REST APl and CLI

. Azure Site
Recovery

Infrastructure Services
Compute Storage Networking

. . @sniEims ard ) ) Virtual Load Express Traffic VPN App
Uiliec (Wiltiee Azure Kubernetes - <"‘> Network Balancer ﬁg}} IS A Route Manager e Gateway Gateway

[https://azure.microsoft.com/en-us/services/]
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Windows Azure

* Datacenters — at the beginning

" Traditional Data Centers — e.g.
Microsoft Dublin Datacenter

= 27,300 m?
= 22.2 Megawatt (final phase)

= Container-based Data Centers —e.g.
Chicago Data Center

= 65,000m?
* 60 Megawatt (final phase)
* Containers with up to 2500 servers

S www dstacenteknowisdge com

[J. Heinzelreiter, W. Kurschl, www.fh-hagenberg.at]
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* Microsoft Azure — Regiuni in 2020

West US 2
*

West Central US
West US

US Gow Arizona

South Central US

US Gov Texas

Awvailable region
<™ Announced region
e

#  Availability Zones
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US Gov lowa

. Canada East

Centralus

Canada Central
North Central Us

! US DoD East
f 4 East US
[/ % gasusa
III I|\
N\ US Gov Virginia
US DoD Central

Brazil South

Norway West

Morway East

West Europe -, S T
‘\ - Germany West Central
UK South d
\ Germany Morth
Nerth Eurape (g * * Germany MNortheast
il Germany Central
France Central  # .

Switzerland MNorth

France South ‘.
- Switzerland West

UAE Morth

West India

Central India

South India

South Africa North

South Africa West

China Morth China Morth 2

Korea Central

Japan East
Korea South
Japan West
China East 2 China East
East Asia

Southeast Asia &

Australia East

Australia Central

Australia Southeast
! ! Australia Central 2




* Microsoft Azure — Regiuni in 2023

Why are regions important?

Azure has more global regions than any other cloud provider. These regions give you the flexibility to bring applications

closer to your users no matter where they are. Global regions provide better scalability and redundancy. They also

preserve data residency for your services.

. Canada East

West Us 20 Central US ° . Canada Central
West Central Us @ @ North Central Us
West US . .

® usood Eg

US Gov Arizona . East US

South Central US . ( East US 2

US Gov Texas
US Gov Virginia

Mexico Central % * US DoD Central

. Brazil South
. Available region

:"* Announced region

° Availability Zones
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North Europe ° ° °

Norway West
. Norway East

West Europe Germany West Central (Public)
Germany North (Public)
UK Sou:r\ [ (Germany Northeast (Sovereign)
.. Poland Central

UK West
Germany Central (Sovereign)
France Central ° ‘ Switzerland North

.+ Italy North
F South Y
. rance‘ -.o Y . & Switzerland West
Spain Central -,

«._» Israel Central

Qatar Central /"% . UAE North
UAE Central @ West India @
Central India .

South India @

@ south Africa North

. South Africa West

China North @ China North 2

Korea Central .

Korea South ° JapanEast

. Japan West
China East 2 @) China East

East Asia .

Southeast Asia °

Australia East .
Australia Central “

Australia Southeast

New Zealand North

Australia Central 2
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Windows Azure

 Aregion is a geographical area on the planet that contains at least one but
potentially multiple data centers that are nearby and networked together with a

low-latency network (< 2 milliseconds)

Special Azure regions

* US DoD Central, US Gov Virginia, US Gov lowa and more: These regions are physical and logical network-isolated

instances of Azure for U.S. government agencies and partners. These datacenters are operated by screened U.S.

persannel and include additional compliance certifications.

* China East, China North, and more: These regions are available through a unique partnership between Microsoft

and 21Vianet, whereby Microsoft doesn’t directly maintain the datacenters.

Regions
Customers can select the data storage area ©
ConceptS: Iﬂw:de Euc:::plmmel( model is Resource R 8099%9
* Availability zones R bl
. Storage account name * () I
* Geographies —— Ty = ¢

Performance ® (® standard (O) Premium

Account kind © | StorageV2 (general purpose v2) ~

Replication @ I Read-access geo-redundant storage (RA-GRS) AV |

©L.Alboaie|Course: Cloud Computing |Contact: lalboaie@gmail.com
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Windows Azure

* Availability zones are
physically separate data
centers within an Azure
region

* An availability zone is set up
to be an isolation boundary

* Availability zones are
connected through high-
speed, private fiber-optic
networks

Azure Region

Availability Zone #1 [

g1 111
—, [N

=
b
==

, (I

===ge:
===[:
& E&5¢

Availability Zone #2
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Windows Azure

* Region pair | Geography
— Each Azure region is | | Regional Pair
always paired with Region Region

another region (such as ' Data cente
US, Europe, or Asia) at |
least 300 miles away

. . G h
* Geographies — contains two SOy

or more Regions

Region Pair

 => reliable services and data
redundancy

19
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Windows Azure

* Azure Speed test portal - https://azurespeedtest.azurewebsites.net/

Data Center

E Germany North

mmm Poland Central

B Sweden Central

1 B italy North

I B France Central

=f= West UK

B B North Europe

Average Latency History

90ms

105ms

111ms

111ms

111ms

122ms

131ms

* Products available by region - https://azure.microsoft.com/en-

us/explore/global-infrastructure/products-by-region

Azure RTOS

©L.Alboaie|Course
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v
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https://azurespeedtest.azurewebsites.net/
https://azure.microsoft.com/en-us/explore/global-infrastructure/products-by-region

Windows Azure

* Azure Resource
* Azure Resource Groups
* Azure Resource Manager

U
/ saL

m — @

Resources

Key Characteristics

USERS \ WEDB
(G

VM

https://www.youtube.com/watch?v=qlhf-S7BCdo&list=PLGjZwEtPN7{-059JYs03L4 yoCjj2syrM&index=9
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https://www.youtube.com/watch?v=gIhf-S7BCdo&list=PLGjZwEtPN7j-Q59JYso3L4_yoCjj2syrM&index=9

Microsoft Azure
e General architecture

Cloud Application

Windows Azure

Compute Storage Network

FabricController

@
K K
@ K
|
|

A
Ko Ka
e |

[J. Heinzelreiter, W. Kurschl, www.fh-hagenberg.aq2
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Microsoft Azure

* Data center — a large number of servers=> Fabric

|
\

, ©L.Alboaie|Course: Cloud Computing |Contact: lalboaie@gmail.com



Servers with VMs
running various
OSs

Microsoft Azure

/ /
/
~ /
7 N J
] }
/ /
/ f
{ /
i i
(=i /

Initially Windows Azure
offered several types of
sizes for VMs:

Extra Small

Small

Medium

Large

Extra Large

[Microsoft,
2014]

e Extra Small, with a shared core and 768 megabytes of memory.

Small, with 1 core and 1.7

5 gigabytes of memory.

Medium, with 2 cores and 3.5 gigabytes of memory.
Large, with 4 cores and 7 gigabytes of memory.
xtra Large, with 8 cores and 14 gigabytes of memory.

©L.Alboaie|Course: Cloud Computing |Contact: lalboaie@gmail.com
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Microsoft Azure v,
* (Categories --'
VM Sizes --

The following table categorizes sizes into use cases.

Type Sizes Description
General purpose DSv2, Dwv2, DS, D, Av2, AD-T7 Balanced CPU-to-memory. |deal for dev [ test and small to medium applications and data solutions.
Compute optimized Fs. F High CPU-to-memory. Good for medium traffic applications, network appliances, and batch processes.
Memaory optimized GS, G, DSv2, DS, Dv2, D High memory-to-core. Great for relational databases, medium to large caches, and in-memory analytics.
Storage optimized Ls High disk throughput and 10, Ideal for Big Data, 5QL and NoSQL databases.
GPU NV, NC Specialized VMs targeted for heavy graphic rendering and video editing.
High performance H, Ag-11 Our most powerful CPU VMs with optional high-throughput network interfaces (RDMA).

Find available VM sizes PowerShell> Get-AZVMSize -Location WestEurope | less

Name Number0fCores MemoryInMB MaxDataDiskCount 0SDiskSizeInMB ResourceDiskSizeInMB

Standard Blls i ‘ 1847552
Standard Blms i 1847552

Standard_Bls i 1847552
Standard B2ms 1847552
Standard B2s 1847552
Standard Bdms 3 1847552
Standard B8ms 32768 16 1847552

25
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Cloud Application

Windows Azure

Windows Azure

Fabric ‘ Fabric Controller ic

A network of interconnected nodes

— Commodity servers (scale-out is ensured) |
— High-performance switches, routers, load balancers
— Connection: fiber optic

e Azure Fabric Controller is the service that monitors, maintains,
and provisions machines

— Application monitoring (e.g. choosing the physical server on
which an application will run,... => optimization of hardware
use)

— Management of operating systems (e.g. update for versions of
Windows Server running in Windows Azure VM,...)

— Management of load-balancing devices

©L.Alboaie|Course: Cloud Computing |Contact: lalboaie@gmail.com




Scale-up versus Scale-out

(b}
E AN
=
O
>
$10,000
machine
Scale Up
$1000
machine

S$500
machine

[Microsoft]

WWW

DNS

$500 $500 $500 $500
machine machine machine machine

>

[Microsoft]
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Windows Azure S —
Fabric ugtit |

e Azure Fabric Controller actions can be configured using various
mechanisms

— Azure Resource Manager (ARM) Templates are JSON
templates for defining and managing infrastructure

— Azure Portal is a Web-based graphical interface for managing
and configuring resources

— Azure CLI and PowerShell are tools for programmatic
configuration and management

— Azure DevOps are CI/CD tools for automating the
development and deployment of applications

— Bicep is a simpler and more intuitive configuration language
for Azure

©L.Alboaie|Course: Cloud Computing |Contact: lalboaie@gmail.com




Microsoft Azure| Compute

Service name

Azure Virtual Machines

Azure Virtual Machine Scale Sets

Azure Kubernetes Service

Azure Service Fabric

Azure Batch

Azure Container Instances

Azure Functions

Service function

Windows or Linux virtual machines (VMs) hosted in Azure.

Scaling for Windows or Linux VMs hosted in Azure.

Cluster management for VMs that run containerized

services.

Distributed systems platform that runs in Azure or on-

premises.

Managed service for parallel and high-performance

computing applications.

Containerized apps run on Azure without provisioning

servers or VMs.

An event-driven, serverless compute service.
29
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Microsoft Azure| Compute

Linux/Windows Virtual Machines —
offers control over virtual machines
(including OS) - laaS

Azure Kubernetes Service (AKS) —
deployment, management, and
operations using Kubernetes

Azure Container Instances (ACI) —if a
complete container orchestration
solution is not needed

Azure App Services - platform-as-a-
service (PaaS) - for creating scalable
("infinite-scalable") and fault-resistant
web, mobile, or APl apps (Java, NodelS,
PHP, Python, .Net, Ruby)

Everything
General
Compute
Networking
Storage
Web
Mobile
Containers
Databases

Analytics

COMPUTE (28)

Virtual machines

Virtual machine scale sets

* Function App
App Services
2% Kubernetes services
Availability sets

= Disks

[https://azureplatform.azurewebsites.net/en-us/]

©L.Alboaie|Course: Cloud Computing |Contact: lalboaie@gmail.com
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Microsoft Azure

Azure Virtual Machines

Linux/Windows Virtual Machines

offers control over virtual machines
(including OS) - laaS

allows developers, IT specialists to create
and manage virtual machines in the
cloud

Utility?

— VM for development and test

— Running applications in the cloud
— Expansion of own infrastructure
— VNET (Virtual network)

— Disaster recovery

Example: Running a scalable application
using SQL Server

Virtual Machines

()
Ao/

DATA VHD
STORAGE

I upload

[www.windowsazure.com]
31
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Microsoft Azure

Windows Azure
Management
Portal )‘
A

Windows Azure

*  Azure Virtual Machines Virtual Machines \ Rest | seripting ]

API

»  Virtual machine creation
— Windows Azure Resource Manager

— Windows Azure Service Management APl or other Windows Azure Blobs
services (e.g. Flexera)

» Operating system disk and VHDs
* The OS disk and image are virtual hard disks (VHDs) stored in an Azure storage account
— VHDs used in Azure are vhd files stored as page blobs in Azure's standard or premium storage account
— Virtual machines can also have one or more data disks that are also stored as VHDs
Steps
— Choosing a VHD (Virtual Hard Disk) for the VM image

— From the Windows Azure Virtual Machines gallery: Windows Server with SQL Server, ..., Suse, Ubuntu,
CentOS or your own

— Specifying the expected characteristics of the virtual machine

[https://docs.microsoft.com/en-us/azure/virtual-machines/windows/
https://azure.microsoft.com/en-us/pricing/details/virtual-machines/windows/]
* Region selection

*  Virtual Machine scale sets make it easy to build highly scalable applications by allowing you to effortlessly deploy and
manage a set of VMs (Win/Linux) as a group

e https://azure.microsoft.com/en-gb/pricing/details/bandwidth/

»  =>availability, scalability, and redundancy 32
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Microsoft Azure ClEYArs

Type Technology company
Founded 1988, 35 vears ago
Headguarters Itasca, llinois, U.S.
Website www_flexera.com? #

Flexera ( from 2018 includes RightScale)

RightScale partners with private cloud providers Apache CloudStack“o] and OpenStack[”] to help

enterprises more easily build and manage their private clouds.'? RightScale also enables users to
manage hybrid cloud infrastructure by migrating workloads between their private clouds and public
clouds operated by Amazon Web Services (AWS), Rackspace Cloud,!® windows Azure,'* and
Google Compute Engine!’® among others.

On November 5, 2012, RightScale announced that it had joined the open source cloud computing
project OpenStac k,["® and was expanding its relationship with cloud hosting provider Rackspace to
integrate with Rackspace Open Cloud products powered by OpenStackA[m

In February 2013, RightScale became the first cloud management company to resell Google RightScale @ AWS Summit2013 &
: ; ; (18] NYC
Compute Engine public cloud infrastructure.

On April 15, 2013, RightScale announced that it would provide enterprise support for Windows

Azure in conjunction with the Microsoft announcement of its general availability release of Windows Azure Infrastructure Services.“ )

Cloud Report 2024 - https://info.flexera.com/CM-REPORT-State-of-the-Cloud-2024-Thanks

33
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Microsoft Azure

Batch

e Bt | II'u'L.ILC

= = Virtual Machine
E] Virtual Machines Scale Sets
e 1o Azure Container
» ; Registry

<’> Functions @%j Batch
Q Service Fabric @ Cloud Services

Used for applications that require parallel processing (Batch

APIs) and HPC

e Starts a pool of compute VMs for you.

* |nstalls applications and staging data.

* Runs jobs with as many tasks as you have.

* |dentifies failures.
* Requeues work.

» Scales down the pool as work completes.

Input 1

Input 2

Input 3

® Financial risk madeling

¢ Climate and hydrology data analysis

¢ Image rendering, analysis, and processing
¢ Media encoding and transcoding

e Genetic sequence analysis

® Engincering stress analysis

¢ Software testing

34
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M i Croso ft A zure COMPUTE el ) websites &) CouSenices

 Virtual Machines

» [2015-> http://azure.microsoft.com/en-us/pricing/details/virtual-machines/]

General purpose compute: Basic tier
|
An economical option for development workloads, test servers, and other applications that dont require load balancing, auto-scaling, or memory-intensive

virtual machines,

INSTANCE CORES RAM DISK SIZES PRICE
m 1 0.75 GB 20GB  $0.018/hr
(~$13/mo)
| A1 1 1.75 GB 40GB 50047/
(~$35/ma)
m 2 3.5GB 60 GB  s0.0%4/hr
(~$70/mo)
(A3 | 4 7GB 120GB 50188/
(~$140/mao)
| A4 8 14 GB 240 GB  $0376/hr
(~$280/ma)

[www.windowsazure.com]35
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Compute
E::Lrii‘::nntai -
* Virtual Machines

» [2017-> http://azure.microsoft.com/en-us/pricing/details/virtual-machines/]

Microsoft Azure

AQ-4 — Basic
E——
A Basic is an economical option for developrnent workloads, test servers, build servers, code repositories, low-traffic websites and web applications, micro services, early product

experiments and small databases.

More information =

Select columns

INSTANCE CORES RAM DISK SIZES 1 PRICE
AD 1 0.75 GiB 20 GB 50.018/hr
Al 1 1.75 GiB 40 GE 50.038/hr
A2 2 3.50 GiB 60 GB 0.1 3/ hr
A3 4 7.00 GiB 120 GE 80.30/hr
Ad 8 14.00 GiB 240 GE 50.60/hr
Storage values for disk sizes use a legacy "GE" label, They are actually calculated in gibibytes, and all values should be read as "X GIE

[www.windowsazure.com]36
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 Virtual Machines

» [2015-> http://azure.microsoft.com/en-us/pricing/details/virtual-machines/]

General purpose compute: Standard tier

]
Offers the most flexibility. Supports all virtual machine configurations and features.

INSTAMCE CORES FAM DISK SIZES PRICE
[ AO | 1 0.75 GB 20GB  s002mr
(~%$15/ma)
| A1 ] 1 1.75 GB 70GB  $006/
[~$45/ma)
| A2 | 2 3.5GB 135GB  soazmr
(~%&2/ma)
| A3 | 4 7 GB 285GB  s024/hr
(~$179/ma)
| A4 | 8 14 GB 605 GB  sos/he
[~$357/ma)
m 2 14 GB 135 GB $0.25/hr
(~$186/ma)
e A 2R <0 IRE <R €N 50k

[www.windowsazure.com]37
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Compute

M i C rO S Oft AZ U re @ A Virtual Machine Azure Container

Scale Sets E Service

* Virtual Machines
» [2017-> http://azure.microsoft.com/en-us/pricing/details/virtual-machines/]
AvZ Standard

Av2 Standard is the latest generation of A series virtual machines with similar CPU perfermance and faster disk, These virtual machines are suitable for development workloads,
build servers, code repositories, low-traffic websites and web applications, micro services, early product experiments and small databases. Like the prior A Standard generation,

Av2 virtual machines will include load balancing and auto-scaling at no additional charge.

More information =

Select columns

INSTANCE CORES RAM DISK SIZES PRICE
Alvd 1 2.00 GiB 10 GBE 50.062/hr
A2 w2 2 4,00 Gie 20 GB 50.13/hr
Advd 4 8.00 GiB 40 GB 50.274/hr
Al w2 2 16.00 GIiB 80 GB 50.575/hr
Adm vl 2 16.00 GIiB 20 GB 50.21/hr
Adm vl 4 32.00 GiB 40 GB 50.441/hr
Alm vl 2 £4.00 GIB 80 GB 50.926/hr
Storage values for disk sizes use a legacy "GEB” label. They are actually calculated in gibibytes, and all values should be read as "X GIiBE

[www.windowsazure.com]38
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Compute

M i C rO S Oft AZ U re E] A Virtual Machine Azure Container

Scale Sets ®  Service

* Virtual Machines
» http://azure.microsoft.com/en-us/pricing/details/virtual-machines/

High CPU-to-memory ratio. Good for mediurmn traffic web servers, network appliances, batch processes, and

— Compute optimized

application servers.

F Series

The F-5eries virtual machines sport 2 GiB RAM and 16 GB of local sclid state drive (550) per CPU core, and are optimized for compute intensive workloads, The F-series is based
on the 2.4 GHz Intel Xeon® E5-2673 w3 (Haswell) processor, which can achieve clock speeds as high as 3.2 GHz with the Intel Turbo Boost Technelogy 2.0, These virtual machines
are suitable for scenarios like batch processing, web servers, analytics and gaming.

For persistent storage, use the variant "Fs” virtual machines and purchase Premium Storage separately. The pricing and billing meters for Fs sizes are the same as F-series,

More information =

Select columns

INSTANMCE CORES RAM DISK SIZES PRICE

F1 1 2.00 GiB 16 GB 50.102/hr
F2 2 4.00 GiB 32 GB 50.204/hr
F4 4 8.00 GiB 64 GB 50.408/hr
Fa 8 16.00 GiB 128 GB 50.816/hr
F1& 16 32.00 GiB 256 GB 51.632/hr

[www.windowsazure.com]

Storage values for disk sizes use a legacy "GB™ label. They are actually calculated in gibibytes, and all values should be read as "X GiB
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Microsoft Azure

 Virtual Machines

» http://azure.microsoft.com/en-us/pricing/details/virtual-machines

Burstable VMs—B1S

Most Economical

Our B-series VMs provide an
economical, low-cost solution for
workloads that normally don't use a
lot of CPU but occasionally need to
burst to handle higher workloads.
Free for 12 months.

Specs:

B1S  1vCP 1 GiB RAM

Starting from

$0.009/hour

Compute optimized—Fv2

Raw Compute Power

Fv2 is our newest compute-
optimized VM family and uses the
Intel Skylake processor. Fv2 delivers
the latest Intel CPU for raw compute

power.

Specs:
Fav2  2vCP

4 GiB RAM

Starting from

$0.063/h0ur

General purpose—Dv3

Balanced CPU and memory

Our Dv3 family is the latest
generation of our general purpose
VMs. It's appropriate for a variety of

workloads.

Specs:

D2v3 2vCP 8 GiB RAM

Starting from

$0.076/h0ur

Memory optimized—Ev3

High memory-to-core ratio

Ev3 is our latest generation memory-
optimized VM. It's great for relational
database servers, caches, and in-
memory analytics.

Specs:

E2v3 2 vCP 16 GiB RAM

Starting from

$0.097/h0ur

+ Add to estimate + Add to estimate + Add to estimate + Add to estimate

[www.windowsazure.com]40
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Microsoft Azure

 Virtual Machines

> http://azure.microsoft.com/en-us/pricing/detaiIsl,/virtluall-ma]chines

B®  Azure Cantact Sales

Your Estimate

|/|;'\| TR
WIGINEN)

~ Virtual Machines (6] 1 H16r (16 Cores, 112 GB RAM) x 730 Hours (Pay as .. ] Upfront: US£0.00 Monthly: USS6,964.20

Virtual Machines

6 vCPU 112 GiB RAM 1X P40 GPU

‘ Get US$200 credit plus free monthly amounts of popular services for 12 months—including Virtual Machines. See free amounts ~ ‘

STARTING FROM POWERED BY

lagio = ystem: Type: Tier: .
| West US b | | Windows hd | | SQL Server bl | | Standard hd | $ '] 5 '] '] 1 O (\'\‘2
/ .

NVIDIA

Catzgory nstance series: /per month

| High performance compute v| | H series i | | O H16r 16 Cores, 112 GB RAM, 2000 GB temporary storage, US39.540/h.. |

| — o) R [ Y] |QLE.,3E - + Add to estimate

Savings options

Explore pricing madels to help optimise your Azure costs.

Compute (H1ér) 05 (Windows) Software (SQL Server)
® Pay az you go ® Licence included ® Licence includad
Azure Hybrid Benefit Azure Hybrid Benafit

Savings plan (1)

Reserved instances ()

Ty

[https://azure.microsoft.com/en-gb/pricing/calculator/]
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Cloud Services (classic) is now deprecated @ for new customers and will be retired on August 31st, 2024 for all

(]
IVI I ‘ ro S O ft A Z l l re customers. New deployments should use the new Azure Resource Manager based deployment model Azure Cloud

Services (extended support).

 Azure Cloud Services (extended support)
» Windows Azure Cloud Services - PaaS (Platform as a Service)
» It provides support for scalable, secure, low-cost applications
» The developers do not care about the management of the platform they use

» Obs. The virtual machines for an application run in a resource group which is a
logical container

» Obs. Cloud Services does not offer laaS services (the developer only provides a
configuration file that indicates different parameters regarding the VM, but at
this level, the VM is not explicitly manipulated)

Cloud Service

Web Role Worker Role
Instances (VMs) Instances (VMs)

Windows Azure —||ycode ' eS|
—2

Cloud Services e L.CMJ

[https:/fazure.microsoft.com/en-us/blog/cloud-services-extended-support-is-generally-available-migration-tool-in-preview/] 42
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Microsoft Azure

Azure Cloud Services (classic)

- It allows the running of various applications that require it

- Simultaneous access by a large number of users (scale-out)

- Implementation mechanism:

- An application can have multiple instances, each running in its own
container/VM

Cloud
Load
Balancer

=

Physical Machine 1

Virtual Machine 2

Physical Machine 2

Virtual Machine 2

Y
/ Virtual Machine 1 Virtual Machine 1
> IS P s el > Worker Instance
Instance
Fabric Agent B Fabric Agent B
Y Y

Fabric Controller

©L.Alboaie|Course: Cloud Computing |Contact: lalboaie@gmail.com




Compute

Microsoft Azure @ (B
Service Fabric Cloud Services
Azure Cloud Services (classic)

There are two types of instances

Web Roles

- can accept HTTPS requests

- Ex. Runs on VMs that include IIS (Internet Information Services)

Developers can create Web Role instances using: ASP.Net or other
technologies supported by IIS (PHP, Java,...)

Worker Roles

- It represents background processes

- Often isolated from the outside world

- It doesn't have IIS configured, but it can allow a Web server to be installed

Hardware Load Balancer — manages requests between multiple Web Role
instances of the same application

Fabric Agent — monitors and collects parameters: usage, failure, ...

44
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Cloud Services (classic) is now deprecated Z for new customers and will be retired on August 31st, 2024 for all

customers. New deployments should use the new Azure Resource Manager based deployment model Azure Cloud

MicroSOft AZUrIe o e s

Cloud Services (classic)

Steps for creating and running an application:

Cloud Service

O [=

¢

endpoint X =

Web roles Woaorker roles

.—_——
. Service I

Storage (Azure)

[https://docs.microsoft.com/en-us/azure/cloud-services/cloud-services-choose-me] e
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Microsoft Azure

Cloud Services Extended — integrated with
Azure Resource Manager

Service
endpoint

Ad
e,

https://docs.microsoft.com/en-us/azure/cloud-services-extended-support/overview
46
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Microsoft Azure
What does not change

* You create the code, define the configurations, and deploy it to Azure. Azure sets up
the compute environment, runs your code then monitors and maintains it for you.

* Cloud Services (extended support) also supports two types of roles, web and worker.
There are no changes to the design, architecture, or components of web and worker
roles.

* The three components of a cloud service, the service definition (.csdef), the service
config (.cscfg), and the service package (.cspkg) are carried forward and there is no
change in the formats, but there are minor changes in calling new Azure Resource
Manager based APls

* No changes are required to runtime code as data plane is the same and control plane
is only changing.

* Azure GuestOS releases and associated updates are aligned with Cloud Services
(classic)

* Underlying update process with respect to update domains, how upgrade proceeds,
rollback and allowed service changes during an update don't change

The major differences between Cloud Services (classic) and Cloud Services (extended
support) are in respect to deployment

https://docs.microsoft.com/en-us/azure/cloud-services-extended-support/overview
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Microsoft Azure
App Services

Azure App Service 1s an HTTP-based service for hosting web applications, REST APls, and mobile back ends. You can develop in your

favorite language, be it NET, .NET Core, Java, Ruby, Node,js, PHP, or Python. Applications run and scale with ease on both Windows
and Linux-based environments.

VMs

) & Popular Web Applications:
a Drupal, WordPress, etc.

Support for DevOps tooling
Source code control systems
Azure DevOps Server/Team

C\IZUbFZ < @ - - ' gzlrj\?e(:jr?t(goitn repo
e o S
» Is built upon the Azure Virtual Machine layer
» 0S and web server are abstracted
» Choose from preconfigured servers (Win/Linux)... a free Tier©
» An openness to a wide range of users is ensured
[https://docs.microsoft.com/en-us/azure/app-service/quickstart-nodejs?tabs=windows&pivots=development-environment-vscode] 48
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Microsoft Azure
App Services

App Service

Web App for Containers

= — =
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Microsoft Azure
App Services Plan and App Services

App Service Plan

App Service

App Service

App Service

Windows OS
8 vCore
32 GB RAM

* The plan affects the
availability of features like
autoscaling, custom
domains, and the number
of apps you can host.

« It's a balance between
cost and the features your
applications require.

All App Service instances in the
plan share the same resources.

50
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Microsoft Azure

- Build a new App Services Plan

App Service plans

,5:?

Default Directory (lenutaalboaieuaic.onmicrosoft.com)

- Create an App Services
E.g. Run a WebPage with App Services
- Create Web App (.azurewebsites.net)
- Runtime stack (.Net, Node,....)
- Region

Publish

- App Service Plan B A

- Review and create®©

- with Visual Studio v,

- Code modification
- Continuous integration or continuous

delivery pipeline using Azure DevOps or &b

GitHub DevOps or built-in features of q

VisualStudio (Publish) e
Publish

How would you like to deploy your application?

f(; Publish (generates pubxmi file)

Where are you publishing today?

Docker Container Registry

[ folder

FIP/ETPS Server

Web Server (11S)
t "

Deploys applicationio target on dhick of Publish button

('l) « CI/CD using GitHub Actions workflows (generates yml file)

oy o
Dephoytment ty
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Microsoft Azure

App Services | Mobile Apps

SDK for Windows, Android, iOS or
cross-platform applications (e.g. .NET
MAUI (Multi-platform App Ul))

Mobile Services (storage in Azure SQL,
Blob,... or third-party)

Service Bus Relay — connecting with
on-premise databases

=> applications integrated with any
platform

- benefit from the facilities offered
by Azure (scalability, availability, ..)

NET MAUI

WinUI 3

o

Xamarin

@

ASP.NET— &7

Goe ®

Identity Providers

ogle, LLC. tra i respective owmers,
snr\hel‘as‘greSQLCammuM!y s;nusnmm(anaaa and et vt permission.

[https://learn.microsoft.com/en-us/azure/developer/mobile-apps/azure-mobile-apps/overview]
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Microsoft Azure
App Services | Mobile Apps

¢ Build native and cross platform apps - whether you're building native i0S, Android, and
Windows apps or cross-platform Xamarin or Cordova (Phonegap) apps, you can take
advantage of App Service using native SDKs.

® Connect to your enterprise systems - with Mobile Apps you can add corporate sign on in
minutes, and connect to your enterprise on-premises or cloud resources.

¢ Build offline-ready apps with data sync - make your mobile workforce productive by
building apps that work offline and use Mobile Apps to sync data in the background when
connectivity is present with any of your enterprise data sources or SaaS APls.

® Push Notifications to millions in seconds - engage your customers with instant push

notifications on any device, personalized to their needs, sent when the time is right.

Store Data in the Cloud

Windows Store

= § = a 0

Table Blob FI..r.q
G0 aige SA0F, e

O B - User Authentication

i0%
ne s 39

HTML 5/15

Facebook Twitler Microzaft Googls U m‘ .

Push Notifications

o =
REST API . 8 :]
‘ e ) [www.windowsazure.com]53
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Microsoft Azure

API Applications (APl Apps)
— web components hosted on a web server
- have a programmatic interface that can be used by other applications

- An APl app run in the App Service (provision of a service plan, adding app service to the
plan)

- APl app can be developed in any technology (see Lab 1-4) in order to develop a
REST API

- Extra Features: Swagger — to document the APl interface
- Azure App Service offer CORS

Azure APl Management - offers support to companies that expose services (public or

internal) in the form of APIs in the form of an API proxy ensuring caching, throttling,
access control, etc.

HTTP WebSocket

Create from definition

OpenAPI WADL

B T

fl

e P o P

54
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Figure 1: Magic Quadrant for Full Life Cycle APl Management

Microsoft Azure

@ Google (Apigee)
Management o
@ B\
@ Axway
@ sSoftware AG
_ @ Kong
Amazon Web Services g (Jieiend
Broadcom SAP @
Boomi @ ®
TIBCO Software gy Tyk @ @ Postman
SmartBear @ @ V502
o Red Hat @@
|
o
<
[y
2
=
—
o
=
COMPLETENESS OF VISION As of August 2021 © Gartner, Inc

Source: Gartner (September 2021)

[https://idcdocserv.com/download/US48618721.pdf]

Microsoft was recognized by Gartner as a Leader in the 2021 Magic Quadrant for Full Life Cycle APl Management
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Microsoft Azure

Azure Web Apps Cloud Services Azure Web Apps Cloud Services
Supported Support for ASPNET, Node js, Support for Java, Node js, PHP, [?Eployment Fast ‘v’ery Slow
Platforms Java, PHP, or Python Python, NET and Ruby time
URL <AppName> AzureWebSitesNet  <CloudServiceName>.CloudApp.Net Multiple

applications

Supports Cl, CD using Visual _ ) . Yes No
! S ts Cl, CD V | Stud
DevOps Studio Team Services, GitHub or upports ! 95'”5 |5ua_ udio on same
) Team Services, GitHub or BitBucket.
BitBucket. servers
Support for Scaleup
Multi-Tier Yes Yes )
) without Yes No
architecture
redeploy
Swap build
between Auto-scaling  Yes Yes -
staging and Yes (free) Yes (additional cost)
production

environment

Access
to server No control Some control
desktop

Webserver Not required, Azure does OS5 Not required, Azure does 05
maintenance patching and other activities. patching and other activities.

Visual studio
integration

Yes Yes

Access to

other

services like Yes Yes
storage,

service bus

Configure

Start-U No (must use WebJob Yes . . . .
tasks : ( ) [https://stackify.com/comparison-azure-app-services-vs-cloud-services/]
56
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MicrosngAzurel Code and Workflows

Functions

Process events with serverless code

Azure Functions is a serverless compute service that enables you to run code on-demand without having to explicitly

provision or manage infrastructure. Use Azure Functions to run a script or piece of code in response to a variety of events.

* Abstraction of servers: Serverless computing abstracts the servers you run on

e Event-driven scale: Serverless computing is an excellent fit for workloads that respond to incoming events. Events
include triggers by:
o Timers, for example, if a function needs to run every day at 10:00 AM UTC.
o HTTP, for example, APl and webhook scenarios.

o Queues, for example, with order processing.

* Micro-billing: Traditional computing bills for a block of time like paying a monthly or annual rate for website
hosting. This method of billing is convenient but isn't always cost effectivmebsite gets only
one hit a day, they still pay for a full day's worth of availability. With serverless computing, they pay only for the time
their code runs. If HMWH charged. For example, if my

for two minutes, they're charged for one execution and two minutes of computing time.
[https://azure.microsoft.com/en-gb/products/functions] 57
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Microsoft Azure| Code and Workflows

Azure has two implementations of serverless compute:

e Azure Functions: Functions can execute code in almost any modern language.
e Azure Logic Apps: Logic apps are designed in a web-based designer and can execute logic triggered by Azure

services without writing any code.

Logic Apps or Functions?......(see next slides)

Durable Functions

Durable Functions is an extension of Azure Functions that lets you write stateful functions in a serverless compute environment.

Behind the scenes, the extension manages state, checkpoints, and restarts for you, allowing you

to focus on your business logic.

Pattern #1: Function chaining

In the function chaining pattern, a sequence of functions executes in a specific order. In this pattern, the output of one function is
applied to the input of another function.

2 EXoEY EXOEY [R07

[https://docs.microsoft.com/en-us/azure/azure-functions/durable/durable-functions-overview?tabs=csharp] 53
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Microsoft Azure| Code and Workflows

Durable Functions
Pattern #6: Aggregator (stateful entities)

The sixth pattern is about aggreqgating event data over a period of time into a single, addressable entity. In this pattern, the data
being aggregated may come from multiple sources, may be delivered in batches, or may be scattered over long-periods of time. The

aggregator might need to take action on event data as it arrives, and external clients may need to query the aggregated data.

(1T
1T
1T

The tricky thing about trying to implement this pattern with normal, stateless functions is that cancurrency control becomes a huge
challenge. Mot only do you need to worry about multiple threads modifying the same data at the same time, you also need to worry
about ensuring that the aggregator only runs on a single VM at a time,

You can use Durable enfities to easily implement this pattern as a single function.

[https://docs.microsoft.com/en-us/azure/azure-functions/durable/durable-functions-overview?tabs=csharp] -
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Microsoft Azure| Code and Workflows

Azure Logic Apps

&
* Assure creating logic app workflows by using a visual designer on the Azure portal or in
Visual Studio. The workflows are persisted as a JSON file with a known workflow

schema.

e Azure provides more than 200 different connectors and processing blocks to interact
with different services

Quickly build powerful integration solutions

® Create business processes and workflows visually
® Integrate with your 5aas and enterprise applications

® Unlock value from on-premises and cloud applications

* Automate EAl, BZ2B, and business processes

® Jake advantage of the Microsoft Cloud to enhance your integration
solutions

60
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Microsoft Azure| Code and Workflows
Functions versus Logic Apps

Functions Logic Apps

State Normally stateless, but Durable Stateful.

Functions provide state.

Development Code-first (imperative). Designer-first (declarative).
Connectivity About a dozen built-in binding types.  Large collection of connectors.
Write code for custom bindings. Enterprise Integration Pack for B2B

scenarios. Build custom connectors.

Actions Each activity is an Azure function. Write Large collection of ready-made actions.

code for activity functions.

Monitoring Azure Application Insights. Azure portal, Log Analytics.

Management REST API, Visual Studio. Azure portal, REST API, PowerShell,
Visual Studio.

Execution context Can run locally or in the cloud. Runs only in the cloud.

....running on Azure Arc-enabled Kubernetes, you can also extend these worktlows outside of
Azure, onto on-premises servers and other clouds, maintaining some of the cloud advantages 51
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Microsoft Azure

Storage
* Provides a storage mechanism for huge amounts of data
— Data is stored in server farms (geographies/regions)
e Itis massively scalable
— Data can be distributed across multiple nodes
— Access to data is controlled by load-balancing mechanisms
* It provides a reliable persistence mechanism

— The data is replicated on different storage nodes (3 replications), located in
different data centers

— The storage account is the entry point for all storage services (the storage account
can be created using e.g. the Azure Portal)

 Windows Azure storage can be accessed by a Windows Azure application, an on-
premise application or an application running in another cloud

— All Azure storage styles use REST conventions for identifying and exposing data
(blobs, Queue, File Storage, ... are named using URIs and accessed via HTTP verbs)

* Datais encrypted at rest
* Access is protected by authentication and authorization
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Microsoft Azure

Azure Storage — Core Services
— Blobs
— Disk
— File
— Table Storage

— Queues

It solves different needs: from access to relational databases, to fast access to large
amounts of data with simple types, to unstructured binary storage,...

Supported Data Types
“Massively Scalable e L
® Structured data

Durable storage
H/ghly Available ® Semi-structured data

Secure” ® Unstructured data
[www.windowsazure.com]63
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1 Account Container Blob
Microsoft Azure B ey @
Storage pictures img002.jpg
 Blobs — movl.avi

— Contains unstructured binary data

— A storage account can have one or more containers, each holding one or
more blobs

— Can be large (aprox 190.7TB)
— They can have metadata associated with them
Usage scenarios:

— Applications that need an inexpensive storage mechanism for resources
such as: video or large files, backups

— Often used in conjunction with CDN

64
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Microsoft Azure
Storage | Blobs

— Storage Tiers
— Hot Tiers(default when a storage account is created)

— Data that is frequently accessed
— Highest-storage costs
— Lowest-access costs Archive

— Cool Storage Tier
— Optimized for data that is not accessed so often (~30 days) — infrequent access
— Ex: short-term backups
— Lower-storage costs
— Higher-access costs

— Archive Storage Tier
— Data not accessed for more than 180 days (rare access)
— Data is stored offline

— High-retrieval latency (~hours or days); low-storage costs; highest costs to
rehydrate and access data;

65

©L.Alboaie|Course: Cloud Computing |Contact: lalboaie@gmail.com




Microsoft Azure

Storage
* Disk Storage
— Provides persistent storage for Azure Virtual Machines (.vhd images)
— Types:
— Operating Systems disks
— Data disks
— They can be attached to virtual machines for data storage

N wa SRORALE ALCOUNT TYY PR T

(L] NAvL 1 STORALE ACCOUNT ™™ INORTTTON
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Microsoft Azure Fle service
Storage

 Azure File Service

— Built on top of Server Message Block (SMB) =>
availability, durability, geo-redundancy

— Allows file sharing between VMs by calling an
API similar to the file system: ReadFile,

A
A
R/W
i

WriteFile ; \\ myaccount.file.core.windows.net \ MyShare

— REST queries are also allowed, which allow
qgueries on shared on-premises files (Each file
has a URL endpoint)

— Useful for lift and shift an application to the
cloud, which already uses the native file system
APIs to share data between it and other
applications running in Azure

Storage Shares Directories Files
Account !

/

67
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Storage Cueue
Account

Microsoft Azure A% e

Storage images-to-download

images-to-resize

* Queues

Azure Queue storage is a service for storing large numbers of messages that can be accessed from anywhere in the world via authenticated calls
using HTTP or HTTPS. A single queue message can be up to 64 KB in size, and a queue can contain millions of messages, up to the total capacity
limit of a storage account.

— Ex: a way for Web Roles instances to communicate asynchronously with Worker
role instances

— Example of use: we have a video-sharing application. The PHP code runs in a
web role that allows uploading and viewing videos. The application also has a
worker role implemented in C# that does the conversion in various formats.

When a web role instance receives a video from a user, it stores it in a blob and
sends a message to a worker role with where it can find the new resource.

It reads the message from the queue and does the processing in the background
=> asynchronous processing allows the scalability of the application (the number
of a web role and worker role instances may vary)

[www.windowsazure.com]68
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Microsoft Azure
Storage

Storage

Learn more >

Get secure, massively scalable cloud storage for your data, apps. and workloads

Archive Storage

Industry leading price point for storing rarely accessed data

Azure Backup

simplify data protection and protect against ransomware

Azure Data Share

A simple and safe service for sharing big data with external
organizations

Azure FXT Edge Filer

Hybrid storage eptimization solution for HPC environments

Azure MetApp Files

Enterprise-grade Azure file shares, powered by NetApp

Azure Data Box

Appliances and solutions for offline data transfer to Azure

Queue Storage

Effectively scale apps according to traffic

Storage Explorer

View and interact with Azure Storage resources

Avere vFXT for Azure

Run high-performance, file-based workloads in the cloud

Azure Data Lake Storage

Massively scalable, secure data lake functionality built on Azure
Blob Storage

Azure Files

File shares that use the standard SMEB 2.0 protocol

Azure HPC Cache
File caching for high-performance computing (HPC)

Azure Blob Storage
REST-based object storage for unstructured data

Azure Disk Storage

High-perfermance, highly durable block storage for Azure Virtual
Machines

Storage Accounts

Durable, highly available, and massively scalable cloud storage

StorSimple

Lower costs with an enterprise hybrid cloud storage solution

StorSimple Documentation

Learn how to use Azure StorSimple, W@ges storage tasks between on-premises devices and Azure cloud storage. Tutorials and other documentation
show you how set up storage management, location-independent backup, and disaster recovery.

Data Lake Store Documentation

Learn how to use Data Lake Store to create a hyper-scale, Hadoop-compatible repository for analytics on data of any size, type, and ingestion speed. Tutorials, API references, and other

documentation show you how to set up, manage, and access a data lake reposl ratory analytics.

o
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Microsoft Azure

Databases

Databases

Support rapid growth and innovate faster with secure, enterprise-grade, and fully managed

database services

Azure API for FHIR

Easily create and deploy a FHIR service for health data solutions
and interoperability

(Fast Healthcare Interoperability Resources)

Azure Cosmos DB

Fast MoSOL database with open APIs for any scale

Azure Database for MySQL
Fully managed, scalable MySQL Database

Azure Database Migration Service

Simplify on-premises database migration to the cloud

Azure 5QL Database

Managed, intelligent SQL in the cloud

Azure 50L Managed Instance

Managed, always up-to-date SOL instance in the cloud

Table Storage

MNoSQOL key-value store using semi-structured datasets

Learn more >

Azure Cache for Redis

Accelerate applications with high-throughput, low-latency data
caching

Azure Database for MariaDB

Managed MarizDE database service for app developers

Azure Database for PostgreSQL

Fully managed, intelligent, and scalable PostgreSaL

Azure 5QL

Managed, always up-to-date SOL instance in the cloud

Azure SOL Edge

Consume Services privately on Azure Platform

SQL Server on Virtual Machines

Host enterprise SQL Server apps in the cloud

PREVEEW

Azure Managed Instance for Apache Cassandra

Cloud Cassandra with flexibility, control, and scale

https://azure.microsoft.com/en-us/services/#databases
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Microsoft Azure

Databases
e SQL Database

It is a relational database that is offered as a cloud service

It provides the same specific features of SQL Server running on-premise
(atomic transactions, concurrent data access, integrity assurance)

Former name: SQL Azure
Accessing can be done using: Entity Framework, ADO.NET, JDBC, etc.
It is a PaaS service
— The developer controls the data, access to it, replication, restoring
point - in-time
— Sql Database manages the hardware infrastructure, updates

It offers the option of federation: data distribution on multiple servers =>
increased performance
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Microsoft Azure

Databases
2017 — DocumentDB (e.g. NuGet package), included in => 2018 Azure Cosmos DB
 Advantages:
— Elastically scalable throughput and storage
— Ad hoc queries with familiar SQL syntax
— Fully managed
— Open by design
* “Application scenarios may include user data for interactive web, mobile, and
gaming applications as well as storage, retrieval, and processing of IoT device
generated JSON data. A database can store any volume of JSON documents,
as DocumentDB is well suited for applications that run at scale on the

internet.”
data - ensuring that 99% of your reads are served under 10 milliseconds and

99% of your writes are served under 15 milliseconds. These unique benefits
make DocumentDB a great fit for web, mobile, gaming, and loT, and many other

applications that need seamless scale and global replication.
[https://docs.microsoft.com/en-us/azure/documentdb/documentdb-introduction] 72
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Microsoft Azure

Databases

e Tables included in Azure Cosmos DB Table API (2018)

They are not relational database tables
Provides (semi-) data structuring

They contain a set of entities, which contain sets of properties of
different types (string, integer, data, etc.). An application can obtain a
group of properties by providing a unique key for the entire group.

..the NoSQL approach — key/value
Complex operations are not supported (e.g. complex joins, ...)
There is no fixed scheme, entities can have different structures
Ensure scale-out storage (scaling by spreading data on several machines)

In general, a board contains billions of entities containing terabytes of
data

73
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Microsoft Azure

Databases [Azure Cosmos DB
As a solution for Three Vs
- Volume: the amount of information stored in the system

- Velocity: refers to the speed requirement for collecting, processing, and using
the data

- E.g. Twitter process 350.000 tweets/minute

- Variety: the increasing array of data types: text, audio, video, image
....satellite images, medical CT scan videos et.al.

- Modern data doesn’t easily fit into a relational schema

Our modern systems are inundated with large volumes of
data at high velocities with a lot of variety.

[https://azure.microsoft.com/en-us/services/cosmos-db/?v=17.45b] 24
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Microsoft Azure

Databases | Azure Cosmos DB

— Microsoft version of a big-data database engine

- A globally distributed multi-model database system

- Vision: planetary scale database

Cosmos DB API

JSON - use SQL API

Graph - use Gremlin API
Key-value - use Table API
Columnar - use Cassandra API

Data is stored the same; use the APl you like to
manipulate the data

SQL API

MongoDB API

Graph API

Table API

Cassandra API

«
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[https://azure.microsoft.com/en-us/services/cosmos-db/?v=17.45b]
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Microsoft Azure

Databases o=
(&
Azure Cosmos DB/ Possible applications e rsgen
Globally distributed mission-critical o . @ . & . &
a p p | icatio n S rowser zure Traffic Manger zure region 2(:?055 rzgr}l\':]erJse
Guarantee access to users around the world with the ¢:§

Azure region A

high-availability and low-latency capabilities built into
Microsoft's global datacenters.

s A (< &

Azure loT Hub Apache Storm Azure Cosmos DB
|OT N on Azure HDInsight (Telemetry & device state)
. . . fr— t.“
Scale instantly and elastically to accommodate diverse == &
. . e w zure Storage ure Web Jobs
and unpredictable loT workloads without sacrificing M (Change fed proceson
ingestion or query performance. l

Logic apps

[https://azure.microsoft.com/en-us/services/cosmos-db/?v=17.45b] 76
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Microsoft Azure

Databases

Caching

- Accessing data from memory is faster than accessing data from SQL Databases, tables or Blobs =>
Azure Caching for Redis

- The cache can be maintained in the same VM as the application or on a dedicated VM
- The cache can be distributed

Azure Redis Cache is available in the following tiers:

® Basic—Single node, multiple sizes, ideal for development/test and non-critical workloads. The basic tier has no SLA.
e Standard—A replicated cache in a two node Primary/Secondary configuration managed by Microsoft, with a high availability SLA.

® Premium—The new Premium tier includes a high availability SLA and all the Standard-tier features and more, such as better
performance over Basic or Standard-tier Caches, bigger workloads, disaster recovery, and enhanced security. Additional features
include:
® Redis persistence allows you to persist data stored in Redis cache. You can also take snapshots and back up the data which you can
load in case of a failure.

® Redis cluster automatically shards data across multiple Redis nodes, so you can create workloads of bigger memory sizes (greater
than 53 GB) and get better performance.

e Azure Virtual Network (VNET) deployment provides enhanced security and isolation for your Azure Redis Cache, as well as subnets,
access control policies, and other features to further restrict access.

Basic and Standard caches are availabe in sizes up to 53 GB, and Premium caches are available in sizes up to 530 GB with more on
request. (<- in 2023)

[https://docs.microsoft.com/en-us/azure/redis-cache/cache-premium-tier-intro] 77
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Microsoft Azure

Databases
Caching

Applications want to access the same information => improving
performance is keeping a copy of the data close to the consumer
and reducing the time to obtain it

Caching Content Delivery Network

Blob

1

----------

~ .| A= ‘ {
7 ?
(L
L
N d

©L.Alboaie|Course: Cloud Computing |Contact: lalboaie@gmail.com

78




Microsoft Azure

CDN .

* When a user Storage Bl
accesses the
resource from a
blob, the
information is
copied from the
Azure datacenter to
a CDN storage
located in the user's
geographic area

Content Delivery Network

ﬂ | o

40ms

L CDN

A

[www.windowsazure.com]79

©L.Alboaie|Course: Cloud Computing |Contact: lalboaie@gmail.com




Microsoft Azure

* Media Services

— Useful for applications that provide video and other media resources to
clients

— ?coding algorithms, the display resolution for customers, the increase no.
of users on Saturday night?

Applications Media Services

- D D G5 G5 G5 G5 S5 G5 SR G5 S Gn G En e g
--------J

r

[https://azure.microsoft.com/en-us/products/media-services]
80
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Microsoft Azure

Media Services

To build Media Services solutions, you can use:

e Media Services REST API ‘
Encoder ﬁ
) . =)
® One of the available client SDKs: /= o
i reaming
e Azure Media Services SDK for .NET Storage Endpoin MIEG DASH
’ I ! El_? ﬂ . :s Progressive download
g g = Media Analytics ISON files :
® Azure SDK for Java, \\. Media License/Key !
Analyti

EEEEE ? Delivery Server Token
® Azure PHP SDK, j Q License/Key

® Azure Media Services for Node.js (This is a non-Microsoft version of a Node.js SDK. It is

maintained by a community and currently does not have a 100% coverage of the AMS
APIs).

® Existing tools:

® Azure Classic Portal

® Azure-Media-Services-Explorer (Azure Media Services Explorer (AMSE) is a Winforms/C#
application for Windows)
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Microsoft Azure

Uncover latent insights from
all your content

Azure Cognitive Search is the
cloud search service with built-
in Al capabilities that enrich all
types of information to help
you identify and explore
relevant content at scale.

o), Azure Search

AVAILABLE JOBS

o Spelling Mistakes

Q . = ,a

. ! Vigny [ AN g
ATA AND IUSINESS ANALYST L ¥

T Geospatial L
ATA AND DUSINESS ANALYST o - » \“\'\

yha

* <
{ e A TR
b -
”,\',l

4 S et
Suggestions e
180 AVAILABLE JOBS

Ranking

i 2 ‘
“ Budger Analyst, Family and Chid Mealh Administrati - ~

L (e Paging

4

for DFCH. dties of the gt Anabyst w ” - 101 1 - % 2 Monton the Divigior

ANALYSTS

¢ PO ANALYST 4

* 421 a Aty 2 v PS) and Othwer Than Per o Seorvice

LOCATION JEN PMOANALYST - Festured Job
=

v, S MRRCEE  Safary: $44.174 tn $42.970 As

Hit Highlighting

Azure Search Documentation

Learn how to create an enterprise search solution over private, heterogenous content using Azure Search. Tutorials, API

references, and other docs show you how to consolidate searchable content into a single fast index, queryable using simple-

to-advanced syntax for a broad range of scenarios.

[https://azure.microsoft.com/en-us/products/search]
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Microsoft Azure

Enterprise Integration
e "code needs to interact with other code"

* For connected applications, Azure offers mechanisms such as: queues,
publish/subscribe

[www.windowsazure.com]83
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Microsoft Azure

Enterprise Integration
* Service Bus Queues

— It wants to allow applications from "anywhere" to interact in a
loosely coupled way

— Mechanism:

Service Bus provides a publish-and-subscribe mechanism; an
application can send messages to a channel, and other applications can
subscribe to that channel => one-to-many communication, the same
message can be read by multiple receivers

— Example: an airline that implements reservation services in its own
data center. These services must be exposed to many customers
(check-in kiosks in airports, reservation agencies, etc.)

[www.windowsazure.com]
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Microsoft Azure

Enterprise Integration

* Service Bus Topics — it allows
applications to post messages
and other applications
"subscribe" to receive messages
that comply with certain criteria [

Service Bus Relay EIB

* Service Bus Relay — it allows
communication between
applications that are on one e
side and the other of a firewall

L]
A Service Bus

[www.windowsazure.com]85
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Microsoft Azure | Networking

Azure virtual networks enable Azure resources, such as VMs, web apps, and databases, to communicate with each other,
with users on the internet, and with your on-premises client computers. You can think of an Azure network as an extension
of your on-premises network with resources that links other Azure resources.

[https://docs.microsoft.com/en-gb/learn/modules/azure-networking-fundamentals/azure-virtual-network-settings]

Virtual Network Virtual Network

 Azure VPN Gateway is a service that
uses a specific type of virtual
network gateway to send encrypted
traffic between an Azure virtual
network and on-premises locations
over the public Internet

* The connectivity is secure and uses
the industry-standard protocols
Internet Protocol Security (IPsec)
and Internet Key Exchange (IKE)

— | _—
Firewall

(=> hybrid infrastructure)

86
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Microsoft Azure | Networking

Express Route

e provides direct connectivity to
Azure cloud services and connects
Microsoft's global network.

ExpressRoute

e Useful for environments where
high bandwidth and high level of
security are needed

* To use the service we need a
contract with a network service
provider to have a dedicated
connection

* ExpressRoute connections offer
reliability, high speed, low latency,
and increased security.

[https://docs.microsoft.com/en-gb/learn/modules/azure-networking-fundamentals/express-route-fundamentals]
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Microsoft Azure

Networking
Traffic Manager

* allows you to distribute traffic to
your public-facing applications
across the global Azure regions.

Usage scenarios:

* Increased availability and quick
responsiveness for critical
applications

e The upgrade and maintenance
services can be done without
"downtime"

e Balanced traffic distribution for
complex systems

* Support for A/B (split) testing

%

Traffic Manager

Service Traffic

Traffic
Manager

Azure

Data Centers
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Microsoft Azure B | o

Security & Identity () =

A C ti Ve D i l" EC tOI' y S:\;illn_orir:‘isits Azure AD

- Windows Azure Active Directory stores information about users and
their organizations

- It allows the synchronization of user information with an active
directory server running on-premise

- Windows Azure Active Directory provides a Rest APl (Windows Azure
Active Directory Graph) that allows access to the information held

- Another Windows Azure Active Directory Access Control facility allows

an application to accept identity information taken from Facebook,
Google, Windows Live ID, etc. Access Control serializes them in a
common format

service

- Access Control allows logins from different Active Directory domains =>

single sign-on
[https://docs.microsoft.com/en-gb/learn/modules/secure-access-azure-identity-services/3-what-is-azure-active-directory]
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Microsoft Azure

Security & Identity
Azure AD Multi-Factor Authentication (MFA)

_ 2FA - requires multiple methods Of Multi-Factor Authentication (MFA)
identity verification from the user

- Conditional Access is a tool that Azure
Active Directory uses to allow (or deny)
access to resources based on
identity signals. These signals include
who the user is, where the user is, and
what device the user is requesting access - steraron
(o e

- It can use MFA together with Azure AD or
with custom applications and directories
by using the MFA SDK

.

Resource

[www.windowsazure.com] oo
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Microsoft Azure

Internet of Things

loT Hub Documentation

Learn how to use loT Hub to connect, monitor, and control billions of Internet of Things assets.

. - Data processing and
Device connectivity F;naly‘ticsg

I
Eocall i Cloud loT solution back end

|
IP-capable I
devices | AMQP, MQTT, HTTPS
*
fibrary } Event-based device-to-cloud
|
|

b

ingestion
R [ ,
Existing loT ; ! loT protocol !

Rk w» gateway | [M17 Reliable cloud-to-device
L] '°;h::"w°° ' messaging
Low-power loT field || Per-device authentication

devices » Eateway > . ca - and secure connectivity

| ot ecee [N

Azure loT Edge

Azure loT Edge is an Internet of Things (IoT) service that builds on top of loT Hub. This service is meant for customers who
want to analyze data on devices, a.k.a. "at the edge”, instead of in the cloud. By moving parts of your workload to the edge,

your devices can spend less time sending messages to the cloud and react more quickly to changes in status.

91
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Microsoft Azure

Internet of Things
Notification Hubs

- Service optimized for the
broadcast of millions of
personalized push
notifications

- Usage scenarios:

Breaking news, sports events,
product notifications, etc.

Notification Hubs

=,
R

Notification Hub

.

Application server
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Microsoft Azure

Al + Machine Learning

Al + Machine Learning

@ Azure Synapse Analytics
dis Cognitive Services
1) Anomaly detectars
@) Computer vision
Q Custom vision
D Form recognizers
0 Language understanding
(A Personalizers
&> Cognitive Search
Language
Z\ Azure Machine Learning
A Machine Leaming Studio (classic) workspaces

£2 paachine Learning Studio (classic) web service plans

e« H 6 O

Bot Services

Applied Al services

Cognitive services multi-service account
Content moderatars

Face APIls

Immersive rezders

Metrics advisors

QnA& makers

Speech services

Translators

Machine Learning Studio (classic) web services

Genomics accounts

. Bonsal
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Microsoft Azure

Analytics

e Data analysis is an important aspect of
using IT-based mechanisms in the HDInsight (Hadoop)
business field (Business Analytics)

* HDInsight: Hadoop & MapReduce
-+ Hive, Pig, HiveODBC, ""“"}P”“’”'jb
DataExplorer
- Data is stored using i
HDFS

[www.windowsazure.com]94
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Microsoft Azure

Migration

* Plan your migration path to the cloud for your virtual machines, with Azure migration
tools

* Migrate your SQL Server or non-relational databases with SQL Database and Azure
Cosmos DB

* Take advantage of App Service, Azure Functions, and Logic Apps to help refactor, re-
architect, and rebuild your apps in Azure

Migration
F Y
Filter services
» Azure Migrate £¥ Recovery Services vaulis
€9 Arure Datzbase Migration Services G Cost Management + Billing
2 Azure Data Box ™ Azure Stack Edge / Data Box Gateway
™ Azure Stack Edge B Azure Dats Box Gateway

[https://azure.microsoft.com/en-gb/free/azure-migrate]
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Microsoft Azure

SDKs
- In 2008: doar .Net
- Astazi: .NET, Java, PHP, Node.js, Python,...

- Exista un Windows Azure SDK general care ofera suport de baza
pentru orice limbaj (e.g. C++)

- Necesare la crearea de aplicatii Windows Azure, dar si la aplicatii
care ruleaza on-premise dar folosesc servicii Azure

Visual Studio Online

* Nu inlocuieste Visual Studio local, dar ofera un control al
versiunilor, integrare cu Git, serviciu de load testing, Application
Insights, ....
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Microsoft Azure

Management Tools

Azure Cost Management

Optimize what you spend on the cloud, while maximizing
cloud potential

Log Analytics

Collect, search, and visualize machine data from on-
premises and cloud

%

Your personalized Azure best practices recommendation
engine

Azure Advisor

::)

Highly granular and real-time monitoring data for any
Azure resource

Azure Monitor

&

Simple and reliable server backup to the cloud

Backup

{’

Azure Service Health

Get personalized guidance and support for when issues in

Azure services affect you

'y

Orchestrate protection and recovery of private clouds

Site Recovery

Billing
Learn how to read/understand the usage and bill for your
Azure subscription

[www.windowsazure.com]97
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Microsoft Azure

Azure Resource Manager is the deployment and management service

for Azure. It provides a management layer that enables you to create,
update, and delete resources in your Azure account. You use

management features like access control, locks, and tags to secure and
organize your resources after deployment.

Azure portal Azure PowerShell Azure CLI REST clients

l l

SDKs

v
';(P%

(%] Azure Resource Manager <« Authentication

R
: o g -

Data Web App Virtual Service Other
Store Machine Management services
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Microsoft Azure

With Resource Manager, you can:

Manage your infrastructure through declarative templates rather than scripts.
A Resource Manager template is a JSON file that defines what you want to
deploy to Azure.

Deploy, manage, and monitor all the resources for your solution as a group,
rather than handling these resources individually.

Redeploy your solution throughout the development life cycle and have
confidence your resources are deployed in a consistent state.

Define the dependencies between resources so they're deployed in the
correct order.

Apply access control to all services because RBAC is natively integrated into
the management platform.

Apply tags to resources to logically organize all the resources in your
subscription.

Clarify your organization's billing by viewing costs for a group of resources
that share the same tag.
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Microsoft Azure

Azure Monitor Application Insights — application monitoring service
(detection and diagnosis of aspects related to performance, monitoring of
user actions)

With Visual Studio, you can connect any of the following to Azure Application
Insights by using the Connected Services feature:

.NET Framework console app
ASP.NET MVC (.NET Framework)

ASP.NET Core

.NET Core (including console app, W=~ **" - ' o )
.NET Core Worker Role ; ?jf —

Azure Functions ) i, |:
Universal Windows Platform App |||||||;|||||||[||;|||

I sovesr 3 Remcte O 4
L - . ,

P - REQUEST

t2, cLowdaps . net/FabrikasProd/Custoners
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Azure & Big Picture of Cloud
Market Leaders

2021 Q4 Revenue (in Billions)

0 10 15 20
Microsoft |G
PANRRIG VAT N e S — . A— |
IBM
Salesforce NG
These numbers include all
Google NN
cloud revenue.
SAP 1N
Microsoft has SaasS;
Oracle HH

Amazon doesn’t.
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Azure Subscriptions

Azure Licensing Areas

e Azure for business For Students

e Azure for US government o Available for verified STEM
students and faculty

e Azure for nonprofits .
e No cost, no credit card

e Azure for students o Free products

e Azure forindividuals * GetAzure credits
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Microsoft Azure

Intrebari?
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